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• The Existential AI (cheap, fast and agentic)
Threat: Ubiquitous real-time data (albeit noisy) 

Computational resources

• The Accountant’s Professional Judgment
Defence: Contextualised data “storytelling”

Trust and Credibility (relational)

Are we ready? Are current standards fit for this defence?
Do we have the required Expertise?
(Policymakers, Regulators, Preparers,
 Auditors and Users)

The Challenge
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Concepts where principles and practice are in tension
1. Materiality and Relevance

(e.g., AASB Research Report 21)

2. The Reporting Entity in a hyperconnected, sustainable economy
(e.g. GHG Scope 3 reporting)

3. Measurement uncertainty
(e.g. Intangibles)

4. Sector-neutrality
(e.g., Leases, Sustainability Reporting)

5. Users and User Needs/Expectations
(Leases, Sustainability Reporting)

Research to Inform Policy
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• Tolerate Measurement Uncertainty to encourage use of judgment
 Explore expanded recognition of Intangibles (1,3,5)
 Rethink the recognition vs. disclosure decision (1,3,5)
 Explore how to effectively communicate uncertainty (3,5)
 How to encourage judgment, without loss of trust and credibility

• Service Performance Reporting and Sustainability Reporting
 How “connectivity” between financial and non-financial metrics can 

enable contextualised “storytelling”(2,4,5)
 How do we apply our financial reporting expertise in broader

reporting regime? (1,2,4,5)
 Who are our users and what are their needs in the context of the 

reporting entity? (1,2,4,5)

Research to Inform Policy:
Some Examples
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• Revisit Sector Neutrality!
e.g. Public sector and NFP: AASB 16 Leases is not fit for purpose

• Prioritise Advancing Service Performance Reporting!
Meaningfully report on the activities of all entities

• Embrace measurement uncertainty!
Relevance and materiality should drive recognition

• Enable and encourage professional judgment!
It’s where there is the most value add

• Adopt digital reporting (XBRL)?
To maintain our role as the business data storyteller

Attack is the best Defence:



Ha rn e ss in g d a t a  a n d
d igit a l t e ch n o logy 

AASB Re se a rch  Foru m  – 17 Nove m b e r  2025

Ju lie  Abram son , Com m issioner 



Th e  Produ ct ivity Com m ission  a ckn owle dge s 
th e  Tra d it ion a l Own e rs  of Cou n t ry 
th rou gh ou t  Au st ra lia  a n d  th e ir  con t in u in g 
con n e ct ion  to  la n d , wa te rs  a n d  com m u n ity. 
We  pa y ou r  re spe ct s  to  th e ir  Cu ltu re s , 
Cou n t ry a n d  Elde rs  pa st  a n d  p re se n t . 



Th e  d a t a  a n d  d igit a l op p or t u n it y
Da ta  a n d  d igita l t e ch n ologie s  a re  th e  m ode rn  e n gin e s of e con om ic growth

Source : PC ca lcu la tions, PC (2004, p . 7), Qu  e t a l. (2017, pp  66-67), ABS (2024), Sm edes e t a l. (2022)

Past Present Future

ICT contributed up 
to 0.3 percentage 
points to growth in 
the late 1990s

Internet and mobile 
phone adoption 
raised GDP per capita 
by 3% 2004-2014

Data formation
and analysis are
worth 10% of
investment

Digital activity 
contributes 6% 
to GDP

AI could add
$116B to GDP

A mature data 
sharing regime 
could add up to 
$10B to GDP
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How  d o  ou r  re fo rm s b oos t  p rod u ct ivit y?
Ou r pa cka ge  of re form s

Higher productivity

Better decision 
making & 
efficiency

Increased 
competition & 

investment

More 
innovation

Proportionate AI 
policy

Flexible privacy 
regulation

Enhanced data useability Reduced regulatory 
compliance costs

Improved digital 
technology

Digital financial 
reporting

New data access 
pathways
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Ou r  t im e lin e

13 December 2024

Terms  of reference received

Public consultation

Dec 2024 - ongoing

Draft report

5 August 2025

Public 
submissions 

Due September 15  
2025

13 December 2025

Final report to 
government

TBD

Final report 
released

START END

Australia’s  
Productivity Pitch

Jan-Feb 2025

Questionnaire and 
submissions

May-Jun 2025
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Ar t ificia l 
in t e llige n ce



Pa r t icip a n t s  t o ld  u s  t h e y u se  AI fo r :
• Teaching and  tra in ing tools

• Writing software  code  

• Identifying cybe r th rea ts and  m ain ta in ing 
cybe r security

• Responding to  custom er inquirie s

• Making scheduling and  adm in  work easie r

We  fou n d  e xa m p le s  o f it  b e in g u se d  in  
m a n y in d u st r ie s :
• Ale rting bank custom ers of poten tia l 

scam s, and  identifying if custom ers have  
been  coe rced

• Drafting lega l m ate ria l and  re search
• Sorting avocados
• Prioritising de live rie s and  rou te s
• Cata loguing Aborigina l rock a rt
• Inspecting coastlines for fish ing ne t waste

AI is  a lre a d y b e in g u se d  t h rou gh ou t  t h e  Au st ra lia n  e con om y

The productivity benefits of AI for Australia are uncertain, but could be large – 
perhaps a 4.3% boost to labour productivity growth over the next decade
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An a lyse  re gu la t ion  t o  id e n t ify AI ga p s  b e fo re  con s id e r in g 
e con om y-w id e  AI re gu la t ion

Wh a t  n e w  re gu la t ion  
m igh t  b e  n e e d e d ?

Wh e re  cou ld  
t h e re  b e  ga p s?

Ca n  e xis t in g 
re gu la t ion  b r id ge  

t h e  ga p ?

If not , t hen  consider:

De p a r t m e n t  
o f He a lt h TGA Tre a su ry

At t o rn e y 
Ge n e ra l’s  

De p a r t m e n t

Exis t in g a n a lyse s  n e e d  t o  b e  com p le t e d , 
a n d  m a y n e e d  t o  b e  e xp a n d e d

Som e  of t h is  
w ork  is  
a lre a d y 
u n d e r  w a y 
or  com p le t e
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Ca se  s t u d y: copyr igh t  la w  in  t h e  a ge  o f AI

Is  t h e re  a  n e e d  t o  b o ls t e r  t h e  lice n s in g o r  
e n fo rce m e n t  re gim e ?

Copyr igh t  la w s  m a y a p p ly

Tra in in g d a t a  AI m od e ls AI ou t p u t s

Has Austra lia’s copyrigh t regim e  kept 
pace  with  the  rise  of AI technology?

Is  t h e re  a  ca se  fo r  a  t e xt  a n d  d a t a  m in in g 
e xce p t ion ?
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We  a re  se e k in g fe e d b a ck  a b ou t  w h e t h e r  re fo rm s a re  n e e d e d  – a n d  if so  w h a t  re fo rm s



Ne w  p a t h w a ys  
fo r  d a t a  a cce ss



Th e  in a b ilit y o f in d ivid u a ls  a n d  b u s in e sse s  t o  a cce ss  d a t a  t h a t  re la t e s  
t o  t h e m  is  h o ld in g b a ck  p rod u ct ivit y ga in s

Th e  vo lu m e  o f d a t a  cre a t ion  is  
in cre a s in g e xp on e n t ia lly …

… b u t  in d ivid u a ls  & b u s in e sse s  
ca n ’t  e a s ily p u t  it  t o  u se

Un lock in g d a t a  cou ld  h e lp  t o  p ow e r  
p rod u ct ivit y grow t h

Data  holde rs can  
deny access…

…and m ake  it 
d ifficult use  da ta

- u n st ru ctu re d  (pd fs)

- view-on ly

- in com pa t ib le  

PDFs

Glob a l d a t a  ce n t e r  ca p a cit y

Source : IEA (2025)

Im p rove d  d a t a  a cce ss  cou ld  
a d d  u p  t o  $10 b n  t o  GDP

Switch ing be tween  
p rovide rs

Linking re la ted  
p roducts /  se rvices

More  pe rsona lised  
se rvices 
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Ne w  p a t h w a ys  t o  e xp a n d  d a t a  a cce ss
Ne w lowe r-cost  a n d  fle xib le  p a th wa ys a re  n e e d e d  to  e n a b le  in d ivid u a ls a n d  b u sin e sse s to  re a d ily a cce ss a n d  u se  d a ta  th a t  re la t e s to  
th e m , wh ile  a llowin g th e  ob liga t ion s on  d a ta  h o ld e rs a n d  th e  fu n ct ion s th a t  gove rn m e n t s p e rfo rm , to  va ry. 

Effor t s  sh ou ld  b e gin  
with  se cto rs wh e re  
im p rove d  d a ta  
a cce ss is  o f h igh  
b e n e fit  b u t  
re la t ive ly low cost ; 
a n d  th e re  is  cle a r  
va lu e  to  con su m e rs

Da t a  va lue  /  leve l of sensit ivit y

Use  ca se s :

Form  of a cce ss :

Re q u ire m e n t s :

CDR (Accredit ed sha ring)

In d u st ry-le d  b a s ic d a t a  e xp or t s

St a n d a rd ise d  
d a t a  t r a n sfe r s

• Poin t-in -tim e  snapshots of low-
sensitivity da ta

Exam ples: reta il reward programs; 
tenancy ledgers

• Product/se rvice  in tegra tions and  h igh-
frequency da ta

Exam ples: Agricultura l equipment; vehicle 
telematics

• Banking and rela ted financia l services; 
Energy

• Agreed  da ta  classes
• Good practice  access gu ide lines
• Com ply or exp la in

• Machine-readab le  da ta  exports

• Minim um  functiona l requ irem ents (e .g. 
re sponse  tim es) 

• Base line  security standards and  
consen t p rotocols

• Continuous da ta  feeds
• Com m on da ta  standards tha t support 

in te roperability (e .g. open  APIs)
• Direct transfe r to  3rd pa rtie s

• Manda tory accred ita tion  and  consen t 
ve rifica tion

• Privacy sa feguards
• Assurance  processes and  m onitoring 

• Centra lized  and  secure  API design
• Action  in itia tion  (write -access)
• Continuous or rea l-tim e  da ta  

stream ing capab ility

Ne w  p a t h w a ys Cu r re n t  a p p roa ch
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Pa t h w a ys  in  a ct ion  
Ra th e r  th a n  im p osin g on e rou s re q u ire m e n t s on  d a ta  h o ld e rs o r  a  ra p id  ove rh a u lin g o f e xist in g t e ch n ology, p a th wa ys will op e ra t e  to  
fo rm a lise  e xist in g b e st  p ra ct ice  to  cre a t e  m ore  con sist e n t  a n d  u se a b le  a cce ss to  d a t a  fo r  in d ivid u a ls a n d  b u sin e sse s a cross th e  e con om y 
in  th e  lon ge r  t e rm . 

Re t a il loya lt y r e w a rd s  d a t a  
in  d igit a l fo rm

Reta il loya lty p rogram s 
typ ica lly p rovide  d igita l 
rece ip ts in  
u n st ru ct u r e d  PDF or 
‘r e a d  on ly’ fo rm a t s .

The  in d u st ry-le d  b a s ic d a t a  e xp or t s  pa thway 
cou ld  enab le  consum ers to  export transaction  
da ta  from  the ir d igita l rece ip ts, a llowing them  to  
sh a re  it  w it h  t h ird  p a r t y a p p s  tha t offe r 
b u d ge t in g, h a b it  t r a ck in g, t a x r e p or t in g, and  
other p e r son a lise d  t oo ls .

Re sid e n t ia l r e a l e s t a t e  
t e n a n cy d a t a  

Requests for a  ren ta l 
ledgers can  t a ke  u p  t o  
se ve n  d a ys  to  be  
fu lfilled ,  and  the  
la you t  and  
in fo rm a t ion  included  
va r ie s .

The  in d u st ry le d  p a t h w a y cou ld  ob lige  
p roperty m anagers to  p rovide  ren ta l ledgers on  
dem and  in  an  e a sy t o  r e a d  a n d  s t a n d a rd ise d  
file  form at, enab ling it to  be  easily a ttached  to  
fu tu re  ren ta l app lica tions and  enab le  banks and  
fin techs to  q u ick ly ve r ify r e n t  p a ym e n t s  fo r  
loa n  a p p lica t ion s . 

The  Au st r a lia n  Fa rm  Da t a  Cod e , which  was 
designed  to  support trusted  da ta  sharing and  
the  adop tion  of d igita l technology, cou ld  be  
bolste red  by ob liging m anufactu rers th rough  
the  s t a n d a rd ise d  d a t a  t r a n sfe r  p a t h w a y to  
p rovide  da ta  in  line  with  existing standards.

Farm ers can  be  
‘locked in’ to  
particu la r b rands, or 
be  forced  to  pay for 
u n officia l t oo ls  tha t 
colla te  da ta  from  
m ultip le  p roviders.

Ledgers can  be  
d ifficu lt for t e n a n t s  
t o  u n d e r s t a n d  a n d  
r e con cile . 

Consum ers cannot 
read ily use  the  da ta  
to  com p a re  p r ice s  
or t r a ck  t h e ir  
sp e n d .

Data  cap tu red  by 
d iffe ren t equ ipm ent 
m anufactu re rs is  o ft e n  
in com p a t ib le .

Agr icu lt u ra l m a ch in e ry 
a n d  e q u ip m e n t  d a t a  

Cu r re n t  s t a t e Effe ct  Po t e n t ia l a p p lica t ion  o f p a t h w a ys
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Pr iva cy 
re gu la t ion



‘t he  blunt  inst rum ent  of consent  is oft en 
used a s a  t a ke  it  or lea ve  it  opt ion’

‘priva cy se lf-m a na gem ent  … pla ces 
a n overwhelm ing burden on users’

‘overly prescript ive  requirem ent s a lso 
cont ribut e  t o consent  fa t igue’

Th e  Pr iva cy Act  in  a  ch a n gin g d a t a  la n d sca p e
Sta ke h olde r  views on  th e  fu n ct ion in g of Au st ra lia ’s  p r iva cy la ws

Som e  b u s in e sse s  fin d  t h e  Pr iva cy Act  
t o  b e  ove r ly b u rd e n som e

Pa r t icip a n t s  a lso  sa id  t h e  Pr iva cy Act  
d oe s  n o t  a d e q u a t e ly p ro t e ct  in d ivid u a ls

‘overly com plex a nd cha llenging 
t o int e rpre t  a nd com ply wit h’

‘t he  not ice-a nd-consent  
m odel is sim ply not  sust a ina ble’ 

Sources: Inquiry subm issions to PC, re sponses to PC questionnaire , subm issions to Privacy Act review. 

Re form  ca n  b e  w in -w in : e ffe ct ive  p ro t e ct ion  fo r  in d ivid u a ls  a n d  low e r  cos t  fo r  b u s in e ss

25



Re n ew in g t h e  focu s  on  p r iva cy ou t com e s

Dual-track

(a) ‘Defence’ model

Alternative 
pathway: 
Defence 
(Outcomes-based 
obligations)

Single-track

(c) ‘Single pathway’ model(b) ‘Safe harbour’ model

Main pathway: 
Outcomes-based 

obligations

Compliance pathway: 
Outcomes-based 

obligations

Main pathway: 
Existing Privacy Act 

controls

Alternative 
pathway: 
Safe harbour 
(Existing Privacy 
Act controls) Guidance, 

codes

We  re com m en d  a n  a lte rn a t ive  com plia n ce  pa th wa y focu se d  on  ou tcom e s
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Digit a l fin a n cia l 
re p or t in g



Digit a l fin a n cia l re p or t s
• XBRL or in line  XBRL (iXBRL) file
• Can be  read  like  a  non-d igita l report
• Financia l da ta  ‘tagged’ and  can  be  downloaded  

and  ana lysed  a t sca le

Non -d igit a l fin a n cia l re p or t s
• Hard  copy or e lectron ic file  (PDF or HTML)
• Can be  read  by hum ans 
• Difficu lt to  extract and  ana lyse  in form ation  a t sca le

Digit a l fin a n cia l re p or t in g a llow s fin a n cia l in fo rm a t ion  t o  b e  
e xt ra ct e d  a n d  a n a lyse d  a t  sca le

Source : Rio Tin to , 2024 Annua l Report, p . 182.

a n d
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Au st ra lia  is  m iss in g ou t  on  t h e  b e n e fit s  o f d igit a l fin a n cia l re p or t in g

En a b lin g o f n e w  a ct ivit ie sIm p rove m e n t s  t o  
e xis t in g a ct ivit ie s

Re p or t  p re p a re r s Visib ility of report p repare rs in  
globa l cap ita l m arke tsIm proved  inform ation  processing

Au d it o r s Nove l da ta -driven  audit 
m e thodologies

Earlie r de tection  of anom alies and  
em erging financia l issues

Less tim e-consum ing and  m ore  
accura te  da ta  extraction  and  analysis

Re p or t  u se r s  
(su ch  a s  in ve s t o r s  a n d  a n a lys t s ) ‘Big da ta’ ana lysis

Re gu la t o r s  a n d  o t h e r  
gove rn m e n t  a ge n cie s
Re gu la t o r s  a n d  o t h e r  
gove rn m e n t  a ge n cie s

More  e ffective  risk ta rge ting 
(such  as in  audit inspections)

New enforcem ent and  ana lysis 
techniques

Com pa n ie s h a ve  be e n  a b le  to  lodge  d igita l fin a n cia l re port s  vo lu n ta r ily s in ce  2010, bu t  a s  of 
Ju n e  2025, n on e  h a ve  be e n  su bm it te d
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Pa r t icip a n t s  id e n t ifie d  a  ra n ge  o f b e n e fit s  o f d igit a l fin a n cia l re p or t in g …

… id e n t ifie d  b a r r ie r s  t o  u p t a ke  …

… a n d  su gge s t e d  d iffe re n t  w a ys  t o  p rom ot e  u p t a ke

Wh a t  w e  h e a rd  from  in q u iry p a r t icip a n t s

30

“[Digit a l fina ncia l report ing could] 
improve  t ra nspa rency, reduce  complia nce  
cost s, a nd a t t ra ct  ca pit a l”

“[Digit a l fina ncia l report ing] improves 
ma rke t  t ra nspa rency a nd st rengt hens 
invest or oversight ”

“There  is lit t le  incent ive  or va lue  in  a n 
individua l compa ny volunt a rily producing 
a  digit a l report  where  ot he rs do not ”

“High implement a t ion cost s, … cha llenges 
a round soft wa re  a va ila bilit y, a nd a  
short a ge  of qua lified pe rsonne l”

“Conside r t he  evolving role  of AI in  
fina ncia l report ing”

“Ma nda t e  digit a l fina ncia l report ing”
“Ma ke  digit a l report ing t he  de fa ult ”
“Ma nda t ory … digit a l fina ncia l report ing”



Gre a t e r  u p t a ke  is  u n like ly t o  occu r  u n d e r  t h e  e xis t in g vo lu n t a ry sch e m e
Globally, d igita l financia l reporting has on ly been  wide ly adop ted  when  it is  
m andated

Th e  cos t  o f d igit a l fin a n cia l re p or t in g fa lls  a s  p re p a re r s  ga in  e xp e r ie n ce
A m andate  will give  report p repare rs and  use rs the  ce rta in ty they need  to  invest in  
d igita l financia l reporting in frastructu re  and  p rocesses 

AI a n d  o t h e r  d igit a l t e ch n o logie s  a re  a  com p le m e n t , n o t  a  su b s t it u t e  
These  tools need  the  structu re  of d igita l financia l reporting da ta  to  work e ffective ly

Fin a n cia l re p or t in g sh ou ld  b e  d igit a l by d e fa u lt
A m a n da te  sh ou ld  cove r d isclosin g e n t it ie s  a s  de fin e d  in  th e  Corpora tions Act 2001 (Cth ), wh ich  
in clu de s pu b licly lis t e d  com pa n ie s  a n d  ce rta in  o th e r pu b lic in te re st  e n t it ie s
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Th e  fin a l re p or t  w ill con s id e r  h ow  m a n d a t o ry d igit a l fin a n cia l 
re p or t in g cou ld  b e s t  b e  im p le m e n t e d

32

Sp e cifyin g t h e  m a n d a t e ’s  scop e

Which  e n t it ie s  should  be  required  to  subm it d igita l reports? Which  re p or t s  should  be  subm itted  d igita lly? 

Se t t in g re q u ire m e n t s  fo r  re p or t  p re p a ra t ion

Is Austra lia’s existing d igita l reporting t a xon om y fit-for-purpose? What fo rm a t  should  reports be  prepared  in?

Est a b lish in g t h e  in fra s t ru ct u re  a n d  p roce d u re s  fo r  re p or t  su b m iss ion

Wh e re  a n d  h ow  should  reports be  subm itted?

Su p p or t in g t h e  p rovis ion  o f h igh -q u a lit y, a cce ss ib le  d igit a l fin a n cia l d a t a

What m easures should  be  im plem ented  to  ensure  tha t d igita l financia l reports conta in  h igh -q u a lit y d a t a ? 
What m easures a re  needed  to  ensure  tha t d igita l financia l reports a re  a cce ss ib le  to  use rs?



5pilla rs@pc.gov.au



Challenges, implications and lessons for policy development

Professor Indrit Troshani, Adelaide University

Digital corporate reporting 
practice



What is digital corporate reporting?
• Process where accounting data are structured in 

ways that enable machine readability
• Facilitates automated reporting, extraction and 

analysis
• Digital reports are created via tagging process, 

attaching meaning to disclosures

37

• Infrastructure
• Tagging software to mark-up corporate report information
• Tags specified and classified in taxonomies-based on accounting standards and regulation

• Underlying data standard is XBRL/iXBRL
• What are the current digital reporting practices, challenges and implications?

Source: https://www.lucanet.com/en/insights/software-use-cases/understanding-different-
types-of-xbrl-reports-11-07-2024/



Data sources

38

Category
Interviewee 
identifier

No of interviews 
(incl. 3 follow ups) 

No of 
organisations

Advisors (tagging agencies, vendors, auditors) A1-16 15 11
Multinational preparers MP1-12 9 8
Professional bodies PB1-2 2 2
Users (e.g., regulators, data providers) U1-7 8 7

Total 37 34 28

• Interviews (November 2023 – October 2025, but ongoing…)

• Documentary evidence (e.g., standard-setters, regulators, software vendors)



Digital corporate 
reporting

39

The digital 
corporate 
reporting 

system

Perceptions 
of 

regulation

Modes of 
preparation

Tagging 
practices

Digital data 
quality

Quality 
control & 

assurance

Usage



Perceptions of regulation
• Regulation is key driver of digital corporate reporting uptake

• But dominating perceptions are that 
• regulators are only interested that digital reports be filed by deadline, and they are not 

interested in digital report content 
• digital data are not used by regulators and investors

• So, digital reporting perceived as compliance issue, rather than as value-adding activity

• Implications
• Addressing ‘no use’ perceptions critical
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Preparation cost
• Investment in DCR capacity 

• infrastructure and expertise (e.g. software, skilled staff)
• ongoing DCR time (for tagging, quality reviews, sign-off)
• audit fee (where DCR assurance required)

• Year 1 tagging costly, but
• costs decline from year 2 (e.g., roll-forward effect, learning)
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Modes of preparation

42

Bolt-on preparation
Built-in/integrated preparation

Engaged

Detached

• Short-term DCR capacity investment, 
• But long term reporting efficiency gains• Less expensive, but 

limited DCR capacity

• In-house expertise
• DCR quality

• High level DCR reviews, sign-off
• Quality risks



Tagging practices
• Tagging can be challenging (!) and requires,

• specialised knowledge (e.g., taxonomy, tagging software), and 
• judgement – interpreting if and how taxonomy tags reflect accounting meaning of 

disclosures
• Good news (!) – tagging software capability to assist with tagging (e.g., ML support)
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Tagging practices
• ‘Tell own story’ versus ‘being comparable’: 

• To use custom tags or not? 
• Open versus closed taxonomy systems

• Closed taxonomy system may “help” (?) with 
comparability outcomes, 

• but are comparisons meaningful when there’s 
risk tagging can become an exercise of “fitting a 
square peg in a round hole”?
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• Open taxonomy systems, allow custom tag use, but
• regulators “discourage” excessive use; question use if suitable tags exist in taxonomy
• tagging agencies and auditors “demonise” custom tags: perceived to complicate tagging and 

digital reports



Tagging practices
• IFRS Foundation ‘Common Practices’ 

project and illustrative examples 
• Industry, tagging agencies, and regulator-

led initiatives (e.g., France/Italy, Japan, 
Taiwan)

• Taxonomy revisions by standard-setters
• EU’s ESMA require custom tags be 

‘anchored’ (i.e., linked) to core ESEF 
taxonomy tags
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• Overall, greater taxonomy conformance trends lead to greater comparability, but is 
this compromising preparer flexibility to ‘tell own story’?

Source: https://www.xbrl.org/guidance/esef-rules-anchoring-extensions/



Digital data quality
• Digital data quality is multi-dimensional 
• Technical validity

• Does digital report comply with XBRL technology rules?
• Regulatory validity: 

• Does digital report comply with regulatory rules?
• Accounting validity: 

• Do applied tags reflect accounting meaning of disclosures, consistent with accounting 
standards/taxonomy and corresponding disclosure in human-readable report?

• Implications of validity rule violation severity classification (‘errors’ vs ‘warnings’)
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Quality control and assurance
• Quality is preparer’s responsibility, regardless of preparation approaches (!)

• Assurance – required in EU but not in other jurisdictions such as US and UK
• Requirement (or lack thereof) and compliance failure repercussions shape preparers’ 

quality commitment

• Preparers conduct internal reviews, but engagement varies
• Validation challenges 
• Tag choices (e.g., custom tag use: avoid them or agree across industry)
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Quality control and assurance
• Auditors assure digital report

• Automate validation but accounting quality checks require judgement
• Need for DCR internal control and audit procedure revisions?
• Need to reconsider materiality assessment?

• Significant data quality variation
• assurance practices across jurisdictions prioritise different quality dimensions

• Lack of international DCR audit standards, and different national regulator 
stances to quality (e.g., in EU) are problematic

• Implications of tight filing deadlines
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Digital data usage
• Uncertainty if and how digital data is used
• Quality issues undermine confidence in digital data and exacerbate lack of use 

perceptions
• Evidence of data providers sourcing digital data from regulators to populate their 

databases, after curating for quality
• Mixed evidence if custom tag disclosures are used by data providers
• Evidence regulators use digital data, including adopting AI models for monitoring
• (Non)institutional investors use?

• free tools provided by some regulators and XBRL consortia, 
• but limited functionality constrains non-institutional users from taking advantage 

of digital data benefits (e.g., large scale extraction), and
• free tools are not always easy to use for non-professional, less sophisticated users
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XBRL rules!

Thank you!
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Motivation and Background

Cybersecurity is a rising priority 
for firms and investors

Evolving cybersecurity reporting 
requirements locally and globally

Limited Australia-specific 
evidence on cybersecurity 

disclosures• US SEC (2023): Disclosure in annual 
filings relating to:
o Material cyber incidents; and
o Cyber risk management, strategy 

and governance processes

• ASX (2024): Updated Guidance Note 8: 
Continuous Disclosure with new 
example and commentary on 
continuous disclosure obligations 
relating to cyber incidents or data 
breaches 

• Cybersecurity is a critical element of firm 
governance and risk management (AICD, 
2024; ASIC, 2025; Center for Audit Quality, 
2016). 

• Data breaches becoming increasingly 
common:
o OAIC recorded 1,113 data breaches 

across 2024, a 25% increase from 893 
in 2023;

o Cybercrime expected to cost approx. 
USD13.82 trillion globally by 2028 
(World Economic Forum, 2024)

• No prior study has examined in 
depth cybersecurity disclosure 
practices in Australia

• Mostly U.S., U.K. and Canadian 
studies (Gao et al., 2020; 
Berkman et al., 2018; Heroux & 
Fortin, 2020) with distinct 
institutional and reporting 
requirements
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Research Questions and Objective

What is the current state of 
cybersecurity disclosures by 
ASX Top 500 companies? 

Assess prevalence, location, nature, 
and quality of cybersecurity 

disclosures via content analysis of 
annual reports

Conduct semi-structured interviews 
with investors and cybersecurity 

specialists to assess how cybersecurity 
information needs are best met

What cybersecurity disclosures 
would be decision-useful for 

users? 

Develop key recommendations 
on cybersecurity disclosures to 
bridge any gap between current 

and best practice disclosures
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Research Method: 
Content Analysis (RQ1)

• Content analysis of cybersecurity 
disclosures based on a glossary of cyber-
related terms drawn from prior studies:

o Extract cyber-related text using the 
Python program

• Sample: Australia’s top listed companies 
(ASX 500) as at 30 June 2022 and 30 June 
2023:

o Based on size (market cap)

o Reports analysed: FY 2022 and 
FY2023 annual reports

o Industry distribution based on GICS

Sector 2022 2023

Communication services 14 (2.8%) 12 (2.4%)

Consumer discretionary 65 (13%) 61 (12.2%)

Consumer staples 21 (4.2%) 18 (3.6%)

Energy 23 (4.6%) 27 (5.4%)

Financials 98 (19.6%) 100 (20%)

Health care 42 (8.4%) 41 (8.2%)

Industrials 51 (10.2%) 53 (10.6%)

Information technology 38 (7.6%) 36 (7.2%)

Materials 132 (26.4%) 135 (27%)

Real estate 13 (2.6%) 13 (2.6%)

Utilities 3 (0.6%) 4 (0.8%)
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Findings: Prevalence of Cybersecurity Disclosures 

66.20%

33.80%

2022 Firm-level disclosures

71.40%

28.60%

2023 Firm-level disclosures

Firms with at least one
cybersecurity disclosure
(%)

Firms without any
cybersecurity disclosure
(%)

• Further variation of those 
with/without cybersecurity 
disclosures within Top 500:
o Top 100: 3%
o Top 101 – 300: 28%
o Top 301-500: 54%

• Further variation of those 
with/without cybersecurity 
disclosures within Top 500:
o Top 100: 4%
o Top 101 – 300: 22%
o Top 301-500: 46%
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Findings: Placement of Cybersecurity Disclosures in 
Annual Reports
• Variation in the location of cyber 

disclosures in the annual report:

o Less than half identify 
cybersecurity as a material 
business risk

o Companies acknowledge 
cybersecurity as a 
(corporate) governance 
issue

o Narratives also provided 
within directors’ reports 
and OFRs

o Cybersecurity also viewed 
as a sustainability/ESG issue
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Findings: Cybersecurity Disclosure Themes
• Based on frameworks proposed in Cheong 

et al. (2021) and Gao et al. (2020), we 
group cybersecurity disclosures into eight 
themes. Top 3 are: 
o Governance and oversight: the 

organisational structures, policies, 
frameworks, and oversight 
mechanisms established to govern 
cybersecurity matters

o Risk management: focus on the 
identification, assessment, and 
communication of cyber-related risks 
and threats facing the company

o Sustainability and ESG: position 
cybersecurity within the broader 
context of the company's 
sustainability strategy, ESG 
commitments, or corporate 
responsibility initiatives. 
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Findings: Use of Cybersecurity-related Frameworks or Guidelines

• Thirteen cyber-related frameworks, regulations, standards or guidance identified:
o Approx. 80% of sample companies applied none of these
o ISO 27001 was most applied (2022: 5.7% - 2023: 7.9%)
o EU General Data Protection Regulation (GDPR) and Privacy Act (1988) next most referenced
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Findings: Qual. vs Quant. Information in Cybersecurity Disclosures

• Split disclosing companies into those providing qualitative statements only (text) and those providing both qualitative and 
quantitative metrics (text and numeric) relating to cybersecurity
o Slightly more than half (2022: 53.6.% - 2023: 52.5%) integrate their cybersecurity narrative with supporting metrics
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Findings: Types of Quantitative Metrics Used 
• We collate quantitative metrics 

according to what they’re trying to 
demonstrate. Top 4 are:
o Governance: measurable 

references to regulatory 
frameworks and compliance 
milestones such as audit 
completion rates or policy 
adoption ratios

o Certifications: number of 
certifications obtained or 
renewed

o Dollar spend: cybersecurity 
resource allocation through 
reported monetary values of 
investments, budgets, or cost 
recoveries

o Impact numbers: affected 
data subjects or accounts or 
counts of reported events or 
attacks blocked. 
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Summary of Key Findings: Content Analysis

A large minority do not provide 
cybersecurity disclosures, with 
further variation according to 
size and industry

No or inconsistent use of 
cybersecurity frameworks, hindering 
maturity level assessments

Disclosures are scattered across 
the annual report, with less than 
majority of companies viewing 
cyber as a material business risk

A small majority use metrics to support 
their narrative, but vary according to 
type of metric and often lack 
methodological transparency
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Research Method: Interviews (RQ2)
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Is cybersecurity information relevant for investment purposes?

Enables assessment of:

Quality of 
management and 
governance processes

Organisational risk
Reputation and 
financial impact

“been principally around 
stewardship. We want to 
make sure the board is on 
top of the issue and is 
holding management to 
account”

“cybersecurity breaches …start 
to contribute to a reflection of 
the reputation of those 
organisations and does factor 
into an assessment of the 
quality of management”

“the common mantra is 
that whatever your 
organisation is, you 
will have a breach at some 
point, it’s just a matter of 
when”
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What cybersecurity risks are investors most concerned about?

Hostile actors Protection of 
sensitive data

Infrastructure 
and supply 
chain 
vulnerabilities

Financial and 
reputational 
impact

Investors have
deep concerns
over the “extent 
of state and non-
state actors” 
and their
“relentless push 
for wanting to 
access data”

Risks tied to 
physical and 
digital
infrastructure
are paramount

Supply chain
vulnerabilities are
also at the 
forefront

Undetected and 
unknown cyber 
risks

The protection of
private and 
personal data is 
a critical 
concern due to 
legal and
ethical obligations

Investors are
mindful of the
financial loss
from a cyber 
breach and 
potential class 
actions against
an entity

The “big risk is
what you don’t
know”

Entities are
“underestimating
the level of risk
they truly face”
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What cybersecurity information is relevant?

Use of 
cybersecurity 
frameworks

Governance 
processes

Future plans, 
resourcing and 
strategic goals

Incident 
history and 
remediation

Statements on
forward-looking
strategies, future
protection plans,
and resource
commitments

Be generic and use 
broad language 
such as "AI-driven
threats"

Key metrics and 
benchmarking

“the way their
governance and
oversight works 
is important”

Critical to
assessing the
quality of its
governance and
management 
and ​whether
the incident
has long-term 
value
implications

Ability to
compare
cybersecurity
vulnerabilities 
and ​risk exposure,
response plans,
resourcing, and
future protection
plans being
viewed as 
“critical”

Understanding an 
entity’s current 
state of readiness 
for cyber incidents, 
with the use of 
standardised 
cybersecurity 
frameworks 
considered highly 
useful 
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Key metrics and benchmarking

Contextual
benchmarking

Quantitative
KPIs

Use of 
cybersecurity 
frameworks 

Need for 
standardised 
metrics

Provide alignment 
and a common 
reference point for 
assessing maturity 
and readiness 
across different 
entities 

Challenges in 
benchmarking

Operational
metrics

Incident
management
metrics

Staff awareness 
metrics 

Resource metrics

Effective 
comparison 
requires 
uniformity in 
reporting, 
including the 
types of metrics 
used and how 
they are defined 
and measured

No "lockdown 
definitions" 

Resource disparity, 
with smaller entities 
reporting "no 
security incidents, no 
beaches"

Benchmarks "moving 
relatively quickly"

As “threat vectors 
are quite often 
sector-driven”, 
comparison is 
most valuable 
when done within 
the same 
operational 
environment or
industry
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Detail and technicality of cybersecurity disclosures

Location within 
annual report

Potential to 
"weaponise" 
information that 
is too specific

Knowledge gap

Calls for consistency 

Separate section within 
annual report not required, 
but integrated with other 
"material business risk 
disclosures" or the "overall 
suite of sustainability 
disclosures"

Disclosures should 
be “in plain English” 
and “pitched at a 
level of a layperson 
with some familiarity 
of the issues, but not 
an expert”.

“If you give enough 
detail that people can 
make good assessments 
publicly, then I think 
you’re actually 
going down the path of 
showing them the map 
to how to get to you”

Sufficiently 
specific to assess 
governance 
structures and 
their effectiveness

“we absolutely don’t need 
chapter and verse, but 
what we do need is enough 
to give us a sense that 
management does have a 
well thought out plan for 
addressing those issues”
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To what extent do cybersecurity disclosures meet information needs?

Current cybersecurity disclosures do not meet investor information needs:

General insufficiency Limited comparability
Investor demand vs 
commercial sensitivity

Current disclosures provide 
only a "relatively small amount 
of useful, comparable, helpful" 
information that is available in 
a standardised form and 
location

Desired detail for investors 
often conflicts with an entity's 
cybersecurity posture and 
competitive interests

Current benchmarks lack 
"lockdown definitions" and 
the terminology is "not 
consistent" across 
companies, making robust 
comparison difficult
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1. Regulators to raise entity awareness of the pervasiveness of cybersecurity as a 
‘material’ business risk 

2. Best practice disclosures contain an assessment of an entity’s cybersecurity program 
relative to established external frameworks and/or standards

3. Best practice disclosures contain a blend of qualitative information to enable an 
assessment of underlying governance and oversight processes, and quantitative 
information for benchmarking purposes

4. Guidance to be developed on the type, definition, and measurement of industry-
based key metrics to enable meaningful comparative analysis

5. Best practice disclosures protect against exposing an entity’s vulnerabilities and 
opening pathways for attack

Cybersecurity disclosure practices: Key recommendations
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Closing Remarks
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